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What is Enterprise Risk Management
(ERM)?

Now, more than ever, management boards and executive teams seek
to have a greater awareness of the risks impacting their organizations,
in particular, their strategic goals and objectives.

ERM is an integrated enterprise-wide process established over time,
which links the management of risk to strategic objectives in order to
improve organizational decision making and performance. It creates a
formal process for managing the myriad of risks an organization faces.

ERM frameworks are rapidly being incorporated into organizational
decision making to address the uncertainty of risks in all areas of the
organization.
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Strategic Directions

ERM Alignment

. Objectives
Transform Student Learning

Create a Culture for Student and
Staff Wellbeing

objectives.

Implicit and explicit
goals/objectives that TDSB is trying
to achieve. These can include (for
example) strategic/reputational,

financial, human resource

\

J

Provide Equity of Access to

Learning Opportunities for All

Categories of Risk )

Students Categories are used to allocate
each risk to one (most applicable)
; ; Category based on the most
Allocate Human and Financial applicable “cause” of that risk.
Resources Only one Category is to be applied
to each risk. Y,
Strategically to Support Student .

Needs Risk

Build Strong Relationships and

Partnerships Within School
Communities to Support Student
Learning and Wellbeing

“Effect of uncertainty on TDSB
Objectives”. The uncertainty could
have a positive or negative
consequence. It is measured by
impact and likelihood.
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Toronto
o District o
( School Risk Tolerance

Board
Maximum amount of residual risk that is

considered acceptable to the TDSB.
Acceptable risk may be higher at the corporate
level than at the department level.

Risk Rating Inherent Risk — Risk Control — Residual Risk

Example Options
Prevent,
Risk 1 — Reduce, — Medium
Transfer
Prevent,
Medium Risk 2 )  Reduce, WEmm——) Low
Transfer



Risk
Measurement

Impact /
Consequence

Result or effect on
outcomes from
realization of a
risk.

There may be a
range of possible
Impacts
associated with an
event.

C;zzztr:ites Insignificant - 1 Minor - 2 Moderate - 3 Major - 4 Catastrophic55
Financial Financial impact of is || Financial impact is between ';'wagfn‘ g(ptzcé; Financial impact is between Financial impact of is above $X
Risk less than $X threshold $X to $X threshold threshold $X to $X threshold threshold
Criminal action
Civil action n?l)rde:rt:tlef?nie Criminal lawsuit
Legal action commenced / assessad commenced / Criminal offence/ penalties for the
Legal threatened small fine significant fine Board
)
Governance No requiatorylegal assessed Significant regulatory/legal assessed
| .
& consequence or injury || Limited regulatory/legal conseq;lee\:wec;;glr;d AT | Substantial regulatory/legal Substantial regulatory/legal
Compliance risk. _ consequence gnd minor injury risk. Potential consequence and consgque_npe and irreversible
) Qutcomes remain || reversible injury risk. Potential outcomes imeversible injury or death multiple injury or death risk
Risk within risk outcomes remain within risk T — risk. Potential outcomes are Potential outcomes are highly
tolerances. tolerances. Y withiyn fisk outside risk tolerances unacceptable
tolerances.
Able to
Able to deliver its academic
de"\‘i}frg;;f’iﬁg e Able o sewiggosgv:i?twssgrrl?ﬁcant Unable fo deliver signiiicant Unable to
Operational and services with no deliver its apadem_lc programs disruption. Potential aspects of ts acad_emm deliver its academic programs and
. ) and services with limited programs and services. ’ )
Risk Pot d\t'g.rtlipll?n. disruption. Potential outcomes outcomes L Potential outcomes are SBIVICES. Potential outcomes are
0 enrlsmoaumcomes remain within risk tolerances. | MY nOttg?é?::l:;thm risk outside risk tolerances highly unacceptable
within risk tolerances.
Educational Immaterial Student Parent’s Overall student
or Student impact on achievement complain about competency Inability to satisfactorily deliver
Qutcome student metrics begin to student levels are below curriculum or key programs
Risk achievement show a decline achievement standards
Long term
. . Short term negative media
- egative articles negative media 0CUS an -
Strategic and Onear;[\leéglstwe Negative artic i d f d Stakeg?llg? lose
Reputational ; in more than one focus and sustained
Risk In one publication concerns raised concermns management or
e publication by stakeholders raised by Trustees
stakeholders
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Heat Map

Risk Measurement -

Likelihood
(Probability)

Probability that a risk

will occur (or fail to --
occur), and/or the -
frequency of

occurrence of the

risk event
Rare -1 Unlikely - 2 Moderate - 3 Likely - 4 Almost Certain
Extremely Has happened already Periodic Frequent occurrence and could | Very frequent occurrence. Extremely
rare occasionally occurrence occur again likely to reoccur
|
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Sample Risk Register

A sample Risk Register outlined below includes one COVID-19 related

risk and consideration may be given to creating an exclusive broader

COVID-19 risk assessment related to all TDSB operations. The Risk

Register aims to align risks to the five goals outlined in the Multi-year

Strateqic Plan.

Reference to

= S Inherent Residual AT
KEY : _ . Multi Year | Likelinood | Impact | ——— . . . Mitigation .
Category Risks Description of Risks - - - Risk Controls Risk Residual Risk Risk Owner
Gosls Stafeqic | Rating | Ratig | oo Ratin Strateqy
Statement of
"ct'ﬁ:'?zgltlr?:br}gk Paolicies, Procedures, Protocals Ef;:gli-:lﬂf{lrzt;:mg
Examples include: Guidelines, Manitaring TDSB Risk Appetite
. mp o Reference to Mechanism and processes that PRELIE.
ID's Key Equity & Inclusion, | e e i page #and | Risk rating | Risk rai ibaeto the conrol Inherent Document
Goal of |Identifiesthe| StudentWell- | E“;'p '°“°|;?‘ 5“’fk'° ”‘ﬂ?| appicable | r? ing f's {ﬂ '?5 Likelihood| “CMHIwIE °t ff';hcm; o b Risk Score |Green & Yellow items|  mitigation | Title of Risk Owner i.e.
Multi Impact Being, -I.mlﬂe ecom{: thmtnu gygugtsas section of the bub'l' erpo Egtl X Impact envlrpnn;len ertheitem being Less are within the risk strateqy for | Associate Director, S0E
Year Category Engagement & Wellas events nal may impa Mutt-Year probability | - impa Ratings Examined. Controls | appetite and will be | orange & red gtc.
Plan Leaming, Health & service delivery. Strstegic Plan.|  1-58 1-8 . . Score (#) monitored items.
Safety ;!:Ilocation Internalﬁumttn g55|51_|n control ’ :
of Iéinancial Efgenc:rl;;esnse;;rfenr inputinto & Orange & Red items
Resources, etc. ' are to be reported to
Audit Committee.
ggffrlaljtﬁlgﬂ:nnélzzzﬁ;ut:lglﬂrendn;nr Page 34-38: Policies and procedures such
additional personnel and financial |  Crons & as, Green Cleaning and Within TDSB Risk Associate Director
5 Operational Health & Safety |resources to provideimproved Culture for 4— Likely 3- 12 Enhanced Daily Cleaning. 9 Appelite sk is being Business Operations and
Risk levels of cleanliness and Student and Moderate molnitured Executive Officer of
) ) - Staff Well- Controls reducetheinherent risk Facility Services
maintenance as well as limitations Being to.3 level 8 rating

on attendance.
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The Guideline — 1S0O31000-2018
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Mandate and Commitment

 Board of Trustees

* Audit & Risk Management Committee

 Execiuitive Team
Top-Down Bottom-Up Risk Based Approach

Board of Directors High Risk Processes

=
S
DD Executive Management Moderate Risk Proce sses
8
|_ 1=
Process Owner Low Risk
Desi an Processes
Implementation Risk
Executive Management Govemance
Management Risk Oversight

Bottom-Up

| Process Owner Risk Manage ment I & Sb.on.ca



Increased preparedness, response and resiliency to

the changing internal and external environments

Adopting a globally recognized risk framework
to effectively and efficiently manage risk
which will lead to more informed and
improved decision making

Key outcomes of

th e E R M Egﬁ:g;‘gnfirrnn;l:; ;E'sks are addressed in a

framework
Include:
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ERM and Internal Audit '

The Three Lines of Defence Model, identifies the important independent role
that Internal Audit performs with the ERM process.

1st line

Business units

2nd line

Risk and = Oversee and challenge risk management
compliance = Provide guidance and direction

* Dewvelop risk management framework

3rd Review 1st and 2nd lines

line Audit *  Provide an independent perspective and challenge
the process

*  Objective and offer assurance
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